


from commercial and hospital laborato-
ries. These reports were to be processed
and loaded into the ELS database. The da-
tabase was then to be accessible to state
and local health officials using a Web
browser connected via the Internet. Fol-
low-up was limited to gathering complete
patient demographics and determining the
final disposition of the case.

An ELS database schema was estab-
lished that contained all of the fields re-
quired by the CDC-1 submission form.
The following tables were established:

� SNOMED Code table listing all dis-
eases

� LOINC Code table listing all labora-
tory codes in use

� CDC reporting code table listing all
reportable diseases

� municipal code table listing all of the
600-plus cities and towns in the state

� local health office(r) table listing all
of the 100-plus local health offices in
the state with phone and fax num-
bers, addresses, and municipal codes

� reporting facility table listing all
commercial and hospital laboratories

� user table with name, ID, e-mail ad-
dress, and password linked to the lo-
cal health office or reporting facility.

� HL 7 table to store parsed HL 7 re-
ports

� Report (case) table listing individual
reports that were received via the HL
7 transmission.

An HL 7 reader (parser) was written
to convert HL 7 transmissions into load
records for the ELS database. Web
pages were created to manage the labo-
ratory report.

The main menu (Figure 1) contained
five anchors: Individual Case Listing, In-
dividual Report Listing, Reporting Re-
quirements, Reportable Diseases, and
Data Entry Update Form.

Reporting Requirements
Figure 2 is a partial view of the Re-

porting Requirements as delineated in the
“Administrative Procedure Act, N.J.S.A.
52:14B-1 et seq. 8:57-1.2 Definitions.”
The screen displays the entire act as a
handy reference for New Jersey ELS users.

Reportable Diseases
Figure 3 is a partial view of all New

Jersey reportable diseases. The screen dis-
plays the entire list in one place for ELS
users as a time-saving alternative to pag-
ing through the details of Figure 2 to de-
termine if a disease needs to be reported.

Individual Case Listing
The Individual Case Listing (Figure

4) shows all reports in report number se-
quence. Local health officers only see the
list of reports for their jurisdiction. The
list includes the Report Number, Date
and Time, Disease, and Patient Name.
Clicking on the Report Number brings up
the Individual Report Listing (Figure 5)
for review.

Individual Report Listing
The individual report (Figure 5) dis-

plays a laboratory report and all of the
current information entered by state and
local health officials during follow-up.
It is divided into the same sections as
part of the original electronic HL 7

transmission. The “Submit” button dis-
plays the Data Entry Update Form (Fig-
ure 6) for update.

Data Entry Update Form
The Data Entry Update Form was con-

structed to serve two functions: Update of
an electronic laboratory report and initial
entry of a laboratory report into the data-
base that was received via nonelectronic
means. (The second function, initial entry,
was not implemented.)

Operationally, the sequence of events
in prosecuting an ELS report proceeded
as follows:

1) An HL 7 report file is transmitted
from the laboratory to the ELS server us-
ing the file transfer protocol (FTP).
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2) An automated routine parses the file
into individual records and loads these re-
cords into the ELS database.

3) The original file is then transferred
from the FTP “In-Box” to a secure, per-
manent disk archive.

4) Incomplete records are added to a
file for examination by the database ad-

ministrator for review and feedback to the
submitting laboratory.

5) Complete records are automatically
added to the ELS database and assigned to
the appropriate local health officer for fol-
low-up. The local health officer is the one
responsible for the municipality based on
the patient address information, if avail-

able. If there is no patient address, the
health officer (municipality) is based on
the address of the person or organization
requesting the test. If either the municipal-
ity, the disease, or both cannot be deter-
mined automatically from the posted
report, follow-up is assigned to the state
health department staff and not to a local
health officer.

6) Follow-up consisted of the local
health officer obtaining the patient’s com-
plete demographic profile and confirming
that the diagnosis was valid.

7) The system worked, but the design
was severely limited in that it only pro-
cessed electronic laboratory reports.

� Only one-third of reportable diseases
are confirmed by a laboratory report
alone. The other two-thirds require
clinical confirmation, and the meth-
odology to add these records to the
database was incomplete.

� There was no functionality to record
detailed follow-up to determine ori-
gin of the organism.

� Local health officers could only view
their own cases.

� There was no search capability to
look for similar cases to define a pos-
sible outbreak.

� There was no direct method for the
state health officials to assign the
case to a different local health offi-
cer.

� There was no direct method for the
state health officials to close the case
and forward the records to the CDC.

� There was no method for the state
support staff to maintain the required
tables.

Therefore, ELS did not fulfill the re-
quirements set out in [1].

Electronic Disease
Reporting System (EDRS)
(Update to the Electronic

Laboratory Surveillance System)
The ELS was completely redesigned

to be more user friendly and incorporate
three new direct-access functions to en-
able authorized individuals to better fol-
low up communicable disease reports. It
was renamed the Electronic Disease Re-
porting System (EDRS). Figure 7 shows
the new main menu.

The Individual Case Listing was re-
named “Open Reports.” The Individual
Report Listing was deleted from the main
menu since all reports are accessible from
the list of Open Reports. Reporting Re-
quirements and Reportable Diseases were
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moved in their entirety to the New Jersey
Department of Health and Senior Services
main Web site. The Data Entry Update
Form was replaced by “New Report.”
“Completed Reports” was added for users
to view reports deemed complete. “Search
for Reports” was added to enable all users
to view selected reports for individual
diseases regardless of jurisdiction.

Open Reports
Figure 8 is a listing of all open re-

ports for one jurisdiction. The Report
Number serves as an anchor to view and
update an individual report. The Disease
serves as an anchor to view the disease
definition (see below).

Figure 9 displays an individual report.
The report is divided into nine sections. In
order to better follow up on the reports,
new sections were added to the report and
to the screen to record Symptoms, Risk
Factors, Additional Tests, Treatments, and
Notes. Data in each section is updated by
clicking on the section heading, which
brings up a separate edit screen.

To distinguish electronic reports from
those manually entered, manual reports
were flagged with an “M” and those re-
ceived direct from laboratories electroni-
cally were flagged with a “C.” Follow-up
is similar for reports added by either
method; however, the details in the labo-
ratory report section cannot be altered on
those reports flagged with a “C.”

Only the responsible local health offi-
cials and authorized state health depart-
ment staff can update reports. Other
authorized users can view all reports;
however, the patient demographics dis-
played are limited to age, sex, and city for
users from other jurisdictions.

Selecting the Classification enables
the user to change the disease and diagno-
sis and add, delete, or update an outbreak
number. The disease and diagnosis are se-
lected from pull-down lists. State health
officials can “Close” a report as a classifi-
cation edit function.

Selecting the Health Officer enables the
user to change the patient’s municipality
(pull-down list), which in turn will change
the responsible local health officer (if ap-
propriate). If a local health officer changes
the patient’s municipality to another health
officer’s jurisdiction, the report will be part
of the new health officer’s “Open Report”
list and the original health officer is prohib-
ited from further updates to the report.

Selecting the Patient enables the user to
change all of the patient’s demographics.

Sex, Race, Ethnicity, Pregnant, Deceased,
Setting of Infection, and Occupation are
selected from pull-down lists.

Selecting Symptoms enables the user

to add or delete symptoms from the pa-
tient record. Symptoms are selected and
a symptom option added by clicking on
the symptom’s pull-down list of typical
options. A comment field is available
for entry of the symptom’s value (i.e.,
patient temperature in the case of fever).
Those symptoms that require an entry in
the comment field are indicated by a
double asterisk. If the user observes a

symptom-like condition in the patient
and it is not one on the symptom selec-
tion list, the symptom can be entered in
the comment field.

Risk Factors, Additional Tests, and
Treatments are entered and updated in a
similar manner as those for Symptoms.

Selecting Notes enables any user to add
a general comment to any record. When a
user enters the note, the date, time, user ID,
and user organization are automatically
added by the system. Adding a note would
typically occur when a user thought the re-
port was listing the wrong disease or part of
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a possible outbreak. All notes, once en-
tered, are saved with the most recent note
appearing at the top of the record.

New Report
New Report was added to the main

menu to enable users to manually create
communicable disease reports. Selecting
this option brings up an entry screen (Fig-
ure 10). The user selects the reporting fa-
cility from a pull-down list (the user’s
own reporting facility is the default). The
user enters the patient’s name and then se-
lects the disease and patient’s municipal-
ity from pull-down lists. The patient’s
municipality defaults to that of the report-
ing facility, which may be used in the
event that that patient’s municipality is
unknown. When the initial data is com-
plete, the “Add Report” button is selected.
The report is then entered into the data-
base and the “Open Report” screen is dis-
played to the user for further data entry.

Completed Reports
Completed Reports (Figure 11) are

listed in an identical manner as “Open Re-
ports.” Those reports that have not been
forwarded to CDC may be re-“Open”ed
by state health officials for further update.
Once a report has been forwarded to CDC,
the report is only accessible for reading.

Search for Reports
A generalized search capability is

available to assist in determining patterns
that may highlight potential common
causes of various cases; i.e., outbreaks
(see Figure 7). The following selection
criteria are available:

� Disease: All or a Individual Disease
� Status: Open, Closed, or All
� Jurisdiction: Individual County, In-

dividual Municipality, or All
� Date Range of Onset: Beginning

Date currently defaults to origin of
the database. End Date defaults to the
current date.

Reference Tables
Authorized users at the state depart-

ment of health are presented with an addi-
tional anchor on the EDRS main menu
(Figure 12) to create and update records in
the reference tables. Selecting a table
from the list displays the list of the table’s
records. An “Add New” button on each
list enables users to add a new record to
the table. Selecting a table record displays
the record for editing.
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The Reporting Facility List (Figure 13)
displays the facility Name, City, State, and
Contact Person’s name. The facility Name
is the link to the individual record. The Re-
porting Facility record contains the report-
ing facility ID, Name, Municipality Code,
Contact Person, Facility Group, Ad-
dress-Building Name, Street Address, City,
State, Zip Code, Phone, Fax, and contact’s
E-mail Address. The facility ID is indicated
by a letter (i.e., H = hospital) followed by a
four-digit number, where the first two digits
indicate the county that the facility is lo-

cated in. The Facility Group is used to indi-
cate that the facility is part of a
governmental or corporate structure when
appropriate. The Contact Person entered on
the facility record is the default on all indi-
vidual disease reports but may be updated
on the individual report when appropriate.

Since many reportable diseases are
seldom seen by most providers and health
officers, disease definitions are available
from both the report listings and the indi-
vidual reports. In order to maintain the
definitions table, state health officials se-

lect disease definition to create and main-
tain the definitions. The list, Figure 14,
displays the CDC Code, Disease Name,
Clinical Description status, and the status
of the definitions of Confirmed Case,
Probable Case, and Possible Case. The
CDC Code is the link to the individual dis-
ease definition record.

The disease definition consists of the
CDC Code; disease Name; NJ Code;
Send to CDC flag; Clinical Description;
Confirmed Case, Probable Case, and
Possible Case diagnosis criteria; Notes;
and a list of Symptoms, Risk Factors, and
Additional Tests and Treatments. The
CDC Code, disease Name, NJ Code,
Send to CDC flag, Clinical Description,
Confirmed Case, Probable Case and Pos-
sible Case, and Notes are directly
editable on the screen. Symptoms, Risk
Factors, and Additional Tests and Treat-
ments each have an “Add/Remove” but-
ton that opens a separate screen to select
the appropriate indicators.

Indicator Management enables state
health officials to maintain the tables of
Symptoms, Risk Factors, and Additional
Tests and Treatments. The type of indica-
tor (Symptoms, Risk Factors, Additional
Tests or Treatment) is selected from a
pull-down list to display the list of all indi-
cators for that type. The user then selects
the Options (i.e., YES, NO, HIGH, LOW,
etc.) from a pull-down list. New indica-
tors can be added and existing indicators
deleted as appropriate.

The SNOMED list (Figure 17) dis-
plays the SNOMED code, the CDC Code,
and the Disease name. The SNOMED
code is the link to the individual record.
An “Add New” button allows users to add
a new SNOMED. While the SNOMED
code can be entered and updated from the
table, an alternate method is to replace the
entire table when each edition of
SNOMED is published.

The LOINC list (Figure 18) displays
the LOINC code, the CDC Code, and the
Disease name. The LOINC code is the
link to the individual record. An “Add
New” button allows users to add a new
LOINC. While the LOINC code can be
entered and updated from the table, an al-
ternate method is to replace the entire ta-
ble when each edition of LOINC code list
is published.

The Municipal Code table (Figure 19)
is critical to the assignment of the responsi-
ble local health officer to follow up the re-
port. The table displays the Municipal
code, Jurisdiction, Local Health Officer,
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LINCS Officer, and Current Heath Officer
codes. In addition, the record also contains
the County name. An “Add New” button
allows users to add a new municipality.
The Local Health Officer is the legally au-
thorized health officer for the jurisdiction.
The LINCS Officer is the local health offi-
cer that serves as a representative for all
health officers in the county at the state
level. The Current Heath Officer is the one
responsible for follow-up reporting. The
Current Heath Officer is normally the Lo-
cal Health Officer but may be rapidly reas-
signed when the Local Health Officer is
unable to perform follow-up.

The User ID table (Figure 20) displays
the user’s ID and Name. An “Add New”
button allows the system manager to add a
new user. In addition to the User ID and
Name, the record contains Role, Re-
porting Facility, Work Phone, Title,
E-mail Address, Fax Number, Home
Phone, Cell Phone, Digital Pager, Alpha
Pager, and Alpha PIN number. Only User
ID, Name, Role (pseudo job classifica-
tion), and Reporting Facility are required
fields. The Work Phone, Title, E-mail Ad-
dress, and Fax Number are recommended
but optional for all users. Additional fields
(Home Phone, Cell Phone, Digital Pager,
Alpha Pager, Alpha PIN) are typically
only entered for health officers to produce
alerting lists.

Operationally the sequence of events
in prosecuting an EDRS report proceeded
as follows:

1) Electronic reports
a) An HL 7 report file is transmitted
from the laboratory to the ELS
server using the file transfer proto-
col (FTP).
b) An automated routine parses the
file into individual records and
loads these records into a holding
file of the database.
c) The original file is then trans-
ferred from the FTP “In-Box” to a
secure, permanent disk archive.
d) Complete records are indexed
and added to the list of unprocessed
cases for state health official re-
view.
e) Incomplete records are added to
a file for examination by the data-
base administrator for review and
feedback to the submitting labora-
tory.
f) A state health official marks the
record as “Open,” “Completed,”
(closed) or “Non-Reportable” and
each report is assigned an internal
“Case Number.” The case number
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is unique to one case for one indi-
vidual.

2) Manual Reports. New reports are en-
tered as described above. Manually entered
reports are automatically classified “Open.”

3) “Open” reports are automatically
added to the list of the appropriate local
health officer for follow-up. The local
health officer is the one responsible for the
municipality based on the patient address
information, if available. If there is no pa-
tient address, the health officer (munici-
pality) is based on the address of the

person or organization requesting the test.
If either the municipality, disease, or both
cannot be determined automatically from
the posted report, follow-up is assigned to
the state health department staff and not to
a local health officer.

4) “Completed” records, those which
do not require follow-up, are automati-
cally added to the list of reports to be for-
warded to CDC.

5) “Non-Reportable” records are ar-
chived but not processed further. These
may be duplicates or reports where the

follow-up has subsequently shown that
the disease was not present.

6) Once follow-up has been completed
on the “Open” record, the record is closed
and marked “Completed.”

7) “Completed” records are examined
by state health officials and sent to the CDC
in accordance with federal regulations.

8) After forwarding to CDC, reports
are no longer editable but may be viewed
and notes entered to attempt to link re-
cords to define outbreaks.

At this point the EDRS was complete
for tracking common, individual disease
reports and fulfilling the requirements
set out in [1]. However, there was no
method for rapidly reporting an out-
break or linking individual reports into
an outbreak.

Electronic Disease Reporting and
Management System (EDRMS)

(Update to the Electronic
Disease Reporting System)

The Electronic Disease Reporting Sys-
tem was updated (Figure 21) to enable users
to manually create and then follow up on
communicable disease outbreaks and was
renamed the Electronic Disease Reporting
& Management System (EDRMS).

The Outbreak listing (Figure 22) dis-
plays Outbreak Number, Number of
Cases in the Outbreak, Initial (Date, Dis-
ease, and Diagnosis), Current (Date, Dis-
ease, and Diagnosis), and Health Officer.
The Outbreak Number is the link to the
outbreak record listing (Figure 23).

The Outbreak Record listing displays
all of the reports currently believed to be
part of the outbreak. The upper section of
the listing displays the Initial Reporting
Facility, the Current, and the Initial (On-
set Date, Disease, Diagnosis, and Munici-
pality). Buttons are present to edit the
current values, add reports to the out-
break, and review the symptoms associ-
ated with the outbreak. The lower,
individual record listing section is identi-
cal in format to that of the “Open” and
“Completed” report listings. The Report
Number serves as an anchor to view and
update individual reports. Reports that are
later deemed not to be part of the outbreak
are easily removed from the outbreak, and
existing reports can be made part of the
outbreak and new reports added to the out-
break at any time.

The “Symptoms” button on the Out-
break Record Listing allows the user to re-
view the symptoms common to the

96 IEEE ENGINEERING IN MEDICINE AND BIOLOGY September/October 2002

20. User IDs.

21. Electronic Disease Reporting and Management System main menu.



September/October 2002 IEEE ENGINEERING IN MEDICINE AND BIOLOGY 97

22. Outbreak listing.

23. Outbreak record listing.

24. Outbreak symptom review.



98 IEEE ENGINEERING IN MEDICINE AND BIOLOGY September/October 2002

25. New outbreak symptom selection.

26. New outbreak disease selection.

27. New outbreak patient name entry.



outbreak and also symptoms of individu-
als considered part of the outbreak, which
may or may not be part of the common set
of symptoms. This proved helpful in re-
moving records later deemed not part of
the outbreak.

A New Outbreak is created by first
selecting the symptoms (Figure 25)
present. The authorized user, possibly a
hospital emergency room person, se-
lects, from 100-plus common symp-
toms, those symptoms present in the ill
individuals.

Once the symptoms are entered, the
user selects the most probable disease
from those with corresponding symptoms
(Figure 26) ranked by number of matches.

Once the disease is selected, the user
enters the Onset Date and the First Name
and Last Name of the patients diagnosed
with the possible disease (Figure 27). Five
names can be entered on the screen. If
there are more than five patients, an “Add
Patients” button will display room for ad-
ditional patients, five at a time. When all
the patients have been entered, the “Add
Reports” button assigns an outbreak num-
ber and creates individual open records
for each patient, linked to the outbreak,
and the process is complete.

Follow-up is assigned to the local
health officer of the reporting facility’s ju-
risdiction until the address of the affected
individual is entered into individual report
records. Follow-up of each report is pros-
ecuted using the same methodology as
that of individual reports.

EDRMS Specifications
� EDRMS uses an Oracle 8i database

with a Web-enabled front end.
� All laboratory and disease data is

used as the foundation for the
EDRMS.

� All designated users have access to
the data via a secure Internet path
with the help of digital certificates.

� An HL 7 reader is used for decoding
all electronic laboratory reports.

� An automated selection process is
available to state health officials for
electronic reports requiring follow up.

� The system incorporates an auto-
matic routing mechanism, for all
open cases, to the appropriate local
health officers.

� The system supports direct hospital
online reporting. (The system could
be easily expanded to incorporate
physician online reporting.)

� Designated users have the ability, as
required, to enter onto the database
any cases received via fax or phone.

� Designated “super users” have full
control of the maintenance tables re-
siding in the EDRMS database (e.g.,
disease case definitions including
primary symptoms, risk factors, ad-
ditional tests and treatments; LOINC
codes; SNOMED codes; municipal
codes, etc.).

� Designated super users have the abil-
ity to expand the data collection be-
yond the CDC reportable diseases
including chemical agents and non-
communicable diseases using HL 7
or online entry.

Desirable Enhancements to EDRMS
� Match patients and create a uniform

case report when information for the
same patient is received from multi-
ple sources (e.g., multiple lab reports
for the same patient).

� Implement a geographical mapping
mechanism for all cases to make it
easier to identify disease clusters or
outbreaks.

� Develop an automated notification
procedure to alert the local health of-
ficers of pending cases falling under
their jurisdiction.

� Expand the system users to incorpo-
rate physician online reporting.

� Implement longitudinal plotting as a
foundation mechanism for syndrom-
ic surveillance.

EDRMS as a Bioterrorism Reporting
and Management Tool

In today’s world, biological, chemical,
and radiological threats are a fact of life.
EDRMS has the capability to assist the de-
termination of the extent of the spread of
the problem and minimize the conse-
quences through rapid reporting and dis-
semination of critical information. Many
individuals feel that syndromic surveil-
lance is a effective bioterrorism reporting
mechanism. However, syndromic sur-
veillance is based on reports of relatively
large numbers of cases, spread over de-
fined time intervals, and often reported
hours or even days after the first onset.
EDRMS on the other hand can not only
provide the same broad view as syndrom-
ic surveillance but can be used to identify
a single case and then link other cases into
a bio-event such as was the case for the an-
thrax scare of the fall of 2001.
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